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BUSINESS and FINANCIAL MANAGEMENT



7.1—FISCALYEAR

The District's fiscal year shall begin July 1 and en the following June 30.

Legal Reference: A.C.A. 8§ 6-20-410

Date Adopted:6-28-07
Last Revised:



7.2—ANNUAL OPERATING BUDGET

The Superintendent shall be responsible for thgapaéion of the annual operating budget for th&ribisThe
Superintendent shall present the budget to thedBoaits review, modification, and approval.

The budget shall be prepared in the electronicdbas prescribed by the State Board of Educatidrilad
with the Arkansas Department of Education no thm September 15 of each year.

The approved budget shall provide for expenditinasare within anticipated revenues and resefes.
District Treasurer shall present monthly recor@ifareports and a statement on the general fialacadition
of the District monthly to the Board.

Line item changes may be made to the budget dinaeyluring the fiscal year upon the approval efeard.
Any changes made shall be in accordance with @ipilicy and state law.

Legal References: A.CA. §6-17-914
A.C.A. §6-13-701 (c) (3)
A.C.A. 8§ 6-20-2202

Date Adopted:6-28-07
Last Revised:



7.3—MILLAGE RATE

The Board shall publish, at least sixty (60) dayadvance of the school election at which the dratlia
valorem property tax for the district is decidedhwy electors, the District's proposed budget thegevith a
millage rate sufficient to provide the funds neagsfor the District's operation.

Legal References: A.C.A. §6-13-622
Arkansas Constitution: Article 14 Section 3 (caagended by Amendment 74

Date Adopted:6-28-07
Last Revised:



7.4—GRANTS AND SPECIAL FUNDING

The Superintendent or his/her designee may applyrdots or special funding for the District. Amgigts or
special funding that require matching District teses shall receive Board approval prior to thegfibf the
grant’s or special resource’s application.

Date Adopted:6-28-07
Last Revised:



7.5—PURCHASES OF COMMODITIES

Purchases shall be made in accordance with Stetetad procurement procedures governing school
purchases that are deemed to be in the best triétles District and are the result of fair anéiepgompetition
between qualified bidders and suppliers.

DEFINITIONS

“Commodities” are all supplies, goods, materialjjgepent, computers, software, machinery, facilities
personal property, and services, other than pdrandgrofessional services, purchased on behidéof
District.

“Specifications” means a technical descriptiontbendescription of the physical and/or functional
characteristics of a commodity.

Purchases of commodities with a purchase priceocé than $_10,000___ require prior Béapproval,
unless an emergency exists in which case the 8teyetent may waive this requirement.

The district shall notify in writing all actual prospective bidders, offerors, or contractors wha&era
written request to the district for notificationagportunities to bid. The notification shall bedaan
sufficient time to allow actual or prospective ladg] offerors, or contractors to submit a bid beot
appropriate respond@he board shall accept bids submitted electroryidatlemail or fax for
any and all district purchases, unless specifidzeteubmitted by other means or methods,
and except those bids which have been specifibd\te a designated date upon which the
bids shall be opened. The superintendent shak$@onsible for ensuring submitted bids,
whether written, faxed, or emailed, are retaineddoordance with policy 7.15—RECORD
RETENTION AND DESTRUCTION.

All purchases of commodities in which the estimg@iédhase price equals or exceeds ten thousaagsdoll
($10,000) shall be procured by soliciting bids.cHjmations shall be devised for all commoditiebébid that
are specific enough to ensure uniformity of thednid yet not so restrictive that it would prevemhpetitive
bidding. The bid specifications shall not inclule hame or identity of any specific vendor. TherBoaserves
the right to reject all bids and to purchase timernodity by negotiating a contract. In such an mstaeach
responsible bidder who submitted a bid shall biiewand given a reasonable opportunity to neggtia

Bids shall be awarded after careful examinatich@fietails of the bid to determine the best ovegihle to
the District. In instances where the low bid wasatoepted a statement of the reasons shall beeattto the
bid. Bidders submitting written bids shall be netifin writing of the bid award.

The following commodities may be purchased wittsalititing bids provided that the purchasing offiti
determines in writing that it is not practicableis® other than the required or designated comyrmdiervice,
and a copy of this statement is attached to trehpse order:

1. Commodities in instances of an unforeseen and idahle emergency;



Commodities available only from the federal govezntn
Utility services;

Used equipment and machinégnd

Commodities available only from a single source.

arwn

Prospective bidders, offerors, or contractors rpggal to the district’s superintendent if theydaedithe
district failed follow district bidding and purcliag policy or state law.



Any award of a contract shall be subject to revadibr ten working days or, if an appeal is reedj\after
resolution of the appeal. This shall give prospedtidders, offerors, or contractors the oppomunitppeal
the bid award if they believe the facts warrardgpeal. Any appeal shall wewriting by certified mail and
received by the district office, “attention to thgerintendent” within seven calendar days follgvtie initial
and revocable award of the contract.

If the district receives an appeal of a bid awtduely shall notify, in writing, those prospectivediérs, offerors,
or contractors who have made a written requebetdistrict for notification of opportunities takthat an
appeal has been submitted. The notification stadd:s

» that the contract award has been halted pendiolgities of the appeal and could be revoked;

» the reasons for the appeal;

» that the recipient of the letter may respond ttiéested issues identified in the appeal,

» the date the decision on the appeal will be madaatification sent;

» thatif the appeal is upheld, the bidding procetistart all over again;

» that if the bidding is re-opened, changes will laeleto the request for bids as necessary to dhisfy

reasons for upholding the appéal.

The sole authority to resolve any appeal mademneglet this policy shall rest with the superintemd&he
superintendent’s decision shall be final and cangdu In the event the district upholds an appiealsole
responsibility of the district to the aggrieveddads) shall be the re-opening of the bidding Bece

Legal References: A.C.A. 8 6-21-301, 303, 304, 306(b)
A.C.A. §6-24-101 et seq.

Date Adopted:6-28-07
Last Revised:



7.5F—COMMODITIES BIDDER AFFIDAVIT
Lavaca

Sebastian County

I, , hetaty

(1) I am the duly authorized agent of , the bidder submitting the
competitive bid which is attached to this statemiesdrtify the facts as detailed below pertairimthe non-
existence of collusion among and between bidderstate officials, as well as to the facts peragind the
giving or offering of things of value to governmeetsonnel in return for special consideratiohéawarding
of any contract pursuant to the bid to which ttatesnent is attached.

(2) I am fully aware of the facts and circumstarszegounding the making of the bid to which thegeshent is
attached and have been personally and directlivieayan the proceedings leading to the submisditimedoid.

(3) Neither the bidder nor anyone subject to thddais direction or control has been a party:
(A) To any collusion among bidders in restrairfreédom of competition by agreement
to bid at a fixed price or to refrain from bidding;

(B) To any collusion with any state official or elmyee as to quantity, quality, or price in the
prospective contract, or as to any other termisepptospective contract; or

(C) In any discussions between bidders and arg/affatial concerning exchange of money or other
thing of value for special consideration in the iivay of a contract.

(4) | hereby guarantee that the specificationsnaatiin the bid shall be followed as specified duad
deviations from the specifications shall occur @sypart of a formal change process approved [Bahel of
Directors of the school district.

Signature

Subscribed and sworn to before me this day of , 20

Notary Public



7.6—ACTIVITY ACCOUNT

The District shall maintain an account of actiitgds. The funds for the account are those revaterased
from the sale of tickets to athletic contests beonschool sponsored activities; the sale of faéberdahan that
sold in the cafeteria; the sale of soft drinkspstlupplies, and books; and fees charged by aluths
organizations.

Activity funds shall be maintained and accountedézording to guidelines and procedures estalisi¢he
General Education Division of the Department ofdzdion.

The Superintendent shall be the custodian of @litgdunds and shall be responsible and accolsfabthe

funds. The Superintendent may appoint a co-custéalisgach school in the District who shall also be
responsible for the activity funds he/she maintains

Legal Reference: A.C.A §6-13-701 (e)

Date Adopted:6-28-07
Last Revised:



7.7—CASH IN CLASSROOMS

Teachers shall deposit daily to the Superinterslefftte all activity funds collected in their ciasoms. No
cash or checks are to be left in any classroomiger

Date Adopted:6-28-07
Last Revised:
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7.8—PERSONAL PROPERTY

To avoid confusion and the potential for misun@edings, District staff who bring personal propéstgchool
to use in the performance of their jobs should kiestems with their names. Any such items shbeld
removed from the school at the close of school ga&h The District assumes no responsibility fondge to,
or the loss of, personal property brought to @istecilities by District staff.

Date Adopted:6-28-07
Last Revised:
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7.9—PROPERTY INSURANCE

The Superintendent shall be responsible, with appad the Board, for maintaining adequate insuganc
coverage for all District properties.

Date Adopted:6-28-07
Last Revised:
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7.10—PUBLIC USE OF SCHOOL BUILDINGS

It is the policy of the Board that District schbaoildings may be used by citizens of the Distaatanduct
lawful meetings for social, civic, or recreatiopatposes provided such meetings do not interfetretiag
regular school work. The Superintendent shall sigamsible, with Board approval, for establishingcpdures
governing such use of school buildings. The gomgrprocedures shall be viewpoint neutral. Building
principals shall be consulted to determine if theiets any conflict with planned school activifpe®r to other
groups being allowed to use school facilities.

The District shall establish a fee schedule fouseeof school facilities. Charges made for theofisehool
facilities shall reflect the actual costs (e.golaltility, and materials) incurred by the Didtrifter facility use
by outside party, the district will inspect for dage/cleanliness. If the facility is not cleanedaifhe standard
of the district, the deposit shall be forfeited astiial costs of the cleanup plus all utility cagiall be rendered
by the user. If the costs are not paid by the, @ssr future use of any district facility may beidd.(10-22-07)

Organizations using school facilities assume fud @omplete responsibility for the conduct of aligons,
regardless of age, associated with their use dadily while they are in or about the facilifymoking or the
use of tobacco or products containing tobaccoyri@m or the use of drugs or intoxicants is prisad
Firearms of any kind are not allowed on school @rgpunless the person carrying the firearm is figtito
do so by law as defined in A.C.A. § 5-73-¥20.

Legal Reference: A.CA. §86-21-101
A.C.A. 85-73-120

Date Adopted:6-28-07
Last Revised:10-22-07
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7.11—USE OF SCHOOL FUNDS FOR POLITICAL PURPOSES

School funds shall not be used for political, dabhe, or humanitarian purposes.

Date Adopted:6-28-07
Last Revised:

14



7.12—EXPENSE REIMBURSEMENT

Reimbursement for expenses related to travel aatiémdance at conferences and professional devefp
activities incurred by district employees and/ombers of the Board of Directors on behalf of tistridi shall
be done according to the following guidelines. Dabreceipts must accompany all requests for
reimbursement to the extent that such receiptsuatemarily available. For a receipt to be valghibuld
contain the name of the issuing company, the datkethe amount. Employees are only eligible for
reimbursement for travel expenses for travel whashbeen approved in advance. No cash advanddseshal
made for travel. Mileage, lodging, and meal expensiénot be reimbursed when incurred for the preas
convenience of the employee and not required byetison for the travéReimbursement for travel shall be
for the lesser of the cost between travel by diyarar with some consideration allowed for lergfttime of
the method of travel.

To the extent practicable, employees shall haveigitrct pay initial conference and professioreatelopment
registration fees and associated necessary matéritie occasional circumstances where thigigraotical,
the district shall reimburse the employee for el if they were authorized in advance and angostgul
with proper receipts.

Meal expenses incurred by the superintendent er attministrators as necessary, in the perforn@rbeir
duties when meeting with state officials or corsut may be reimbursed on a prorated, per persaibéne
with the mandates of this policy. Such expensdkasiia be reimbursed when the expenditure isyikel
result in a tangible benefit to the district.

Rates for Reimbursement

Mileage allowance shall be reimbursed at the fat8 5 cents per mile. Mileage shall be reimbuwsethe
basis of the shortest, most reasonable, routebiail

When not provided as part of the conference or aejyaroved reason for travel, meal expenses shall b
reimbursed for activities which last at least th{&ydrours and necessitate returning to the wiekager than

the customary meal time. Meal(s) may also be raisalolif the location of and approved reason fotrthel
necessitates the employee return home later th@@PLM> Meals shall be reimbursed for the actual expense
incurred up to a daily limit of $31.00 or the rallewed by IRS for the location of the meal expénse

When travel necessitates overnight lodging, reisgment shall be equal to or less than the cuR&htdte

schedule unless at least one of the following ¢iomdi are met.

» The location of the conference or other approvasar for travel is located in a hotel which dogffer
rates within the IRS rate schedule. In such aamast the employee shall be reimbursed at theigspec
conference rate” if available. If such a rate isaffered, or no longer available, the employed blea
reimbursed for lodging costs that are reasonabkrfgle occupancy rates at the hotel in which the
conference is held.

» The hotel in which the conference is held has amssavailable. In such an instance, the employsEagh
reimbursed for reasonable single occupancy lodmists in another hotel located near the conference.

» The conference or other approved reason for tigteld in a location other than one that is pleatiwotel.
If the rates of the hotels located near the canderer other approved reason for travel are nbtrwtihe
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IRS rate schedule, the employee shall be reimbiosesasonable single occupancy lodging costs in a
hotel located near the conference.

To the extent practicable, employees shall re@agistance from administrators or their designegamging
travel plans to help keep expenses to a minimum.

Expenses not covered
The district shall not reimburse the following it®oategories of expenses.

» Alcoholic beverages;

» Entertainment expenses — including sports or sgogtrents or pay per view or game expenses atgnotel

* Replacement due to loss or theft;

» Discretionary expenses for items such as clothirggjts;

» Medical expenses incurred while on route to or favrat the destination of the reason for the travel

» Optional or supplementary insurance obtained bgtimgoyee for the period covered during the travel;
and

» Tips, other than those required by the sourcescétipense, e.g. a restaurant which adds a tip toltfor
all groups of six or more.

Credit Cards

Only those employees specifically issued creditsty be used in the performance of their jobsitohase
goods, services, or supplies on behalf of thadistrall be allowed to use such cards. Employéesimcur
reimbursable expenses as defined in this policgxgrected to pay for them initially by any mearytthoose
and then submit their request for reimbursemers.digtrict assumes no responsibility for the payrotany
personal credit card charges incurred by a distnngiloyee.

Airport Associated Expenses

All airline flights shall be by coach/economy cleReceipts are necessary to be reimbursed forrigguding.
Upon arrival, the employee is expected to takéereexpensive option between a taxi and an aspottle
service to his hotel or meeting site. Receiptaacessary to be reimbursed. When circumstancesedicat a
rental car is necessary and/or the most econoagipabach to the travel requirements, the leasthexecar
that will accomplish the job should be rented. éeipt is necessary to be reimbursed. The distadt IS0t
reimburse for any kind of rental car supplementaliance.

Notes:* If the Board wishes to list any stipulations omigiirsement for travel made by the superintendent or
other administrative personnel, enter the stipariatin this policy. Examples could be that
administrators would be reimbursed for reasonadglereses that had been pre-approved by their
immediate supervisor. Superintendents could beamnally pre-cleared for reimbursement for

16



specified travel purposes (actions required ip#rrmance of their role as district leader anBir
representative), housing, mileage for their

personal vehicle, health insurance benefits,|etey felt the need, the Board could also pecaitly
review the reimbursement records regarding theriBitgradent to verify that they are in line withithe
intentions.

2 Insert the rate your district chooses. It shoulddoenore than $.405, which is the current rate,
recognized by the IRS. State employees receivec&ts per mile.

% IRS Form 463 provides that lodging and meals eareimbursed “...if your business trip is overnight
or long enough that you need to stop for sleepsbito properly perform your duties.” Travel
necessitating a return home later than 10:00 RaMreasonably be defended as requiring an overnight
stay. Allowing an employee to be reimbursed forealrthat helps him/her safely and alertly return
home later than 10:00 in lieu of an overnight gdigcally and ethically responsible.

Meal reimbursement not in line with the paramedéthis policy is considered income by the IRS and
must be reflected in the district’'s income staterf@rihe employee receiving the reimbursement.

* Select the dollar amount for each meal categany gistrict considers reasonable, but the totat mus
be lessthan ____ (see following note *), whidhéscurrent amount, allowed by the IRS.

* Reimbursement at rates greater than those autthtwyzbe IRS are considered wages.
Reimbursement rates vary and can be determinediity @www.irs.govor
www.policyworks.gov/perdienmand downloading PDF file “publication 1542.” Tilage for all of
Arkansas, except Hot Springs and Little Rock, E@3for motel and $31.00 for food. The rate fot Ho
Springs is $60.00 for motel and $35.00 for foottld_Rock’s rate is $72.00 for motel and $39.00 for
food. Rates are subject to change with the Fefilgzal year which runs from October 1 through
September 30.

Date Adopted:6-28-07
Last Revised:
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7.15—RECORD RETENTION AND DESTRUCTION

It is necessary to maintain district records inanner that provides for efficient document
storage and retrieval and is conducive to elimirgatinnecessary record retention. Due to the
variety of records that may need to be retainedaaedssed, the superintendent shall ensure
that all staff receive appropriate training to urstiend this policy. Staff shall also understand
the possible ramifications to the district andtarmselves for failure to properly maintain
records and follow the requirements contained i pblicy.

“Record” is defined for the purposes of this poliag an item or items, whether electronic or
material, employees receive or generate and puiydhyseetain in the course of their
employment. Examples include, any kind of corresiemee, calendars, computer files and
documents (which may include drafts), telephons,legpense records, and other types of
data.

The superintendent shall be responsible for estaibly a schedule for the routine destruction
of district records that accommodates the needseodlistrict. The schedule shall specify the
length of retention for any records not specificalélineated by this policy and be distributed
to staff on a need-to-know basis according to trespective employment duties and
responsibilities. The schedule should accommodi&@éed for records to be stored as a
blend of printed, bound and electronically recorfed., audio tape, video tape, micro-fiche,
computer disk) material. The superintendent asigiee shall ensure the effective and
efficient securing, cataloging, storing, and appiaip scheduled destruction of all records.

The following records categories shall be retaifoedhe time specified.

Board of Education Minutes — forever

Personnel files — forever

Student files — until the student receives a higiosl diploma or its equivalent, or is beyond
the age of compulsory school attenddnce

Student records of attendance/graduation — fofever

Financial Records — five yedrs

Transactions between the district and members diaard of education, administration, or
employee$- forever

Expenditures made with federal grant mohiegoverned by the terms of each grant
Video Surveillance Recordings — the timeline esséled in Policy 4.48—VIDEO
SURVEILLANCE

Emails — whatever the district’s policy is on thisject

The superintendent or designee shall be resporfsibtietermining when there is a need to
interrupt the routine destruction of recofdé/hen the superintendent or designee makes the

18



decision to cease the routine disposal of recstdff, affected by the decision shall be
promptly informed of the decision and of the natoireecords that are to be retained. Such
records shall be retained until the superintendedesignee has authorized their destruction.
Employee training on the district’s records retentschedule shall specifically include
information on the records that may need to benetedue to pending disciplinary or legal
actions which otherwise are subject to routinealsh If an employee has doubt about the
need to retain any record otherwise scheduleddstrdction, he/she shall consult with the
superintendent or designee prior to destroying secords’

The records’ storage system devised by the supedent and designee(s) shall be organized
in a manner that enables the efficient retrievalaih and documents. The district shall have
adequate backup of critical data which is storedtebnically’ The system shall be
communicated to employees in a manner that en#ides to understand and follow the
system’s requirements.

In retaining and destroying records, no employei:sh

» Destroy, alter, mutilate, conceal, cover up, fglsir make a false entry in any record
that may be connected to a disciplinary matteaaslit or to a matter within the
jurisdiction of a federal or state agency, in vima of federal or state law or
regulations.

» Alter, destroy or conceal a document, or attempiatso, with the intent to impair the
document’s availability for use in a disciplinanatter, lawsuit or an official
proceeding or otherwise obstruct, influence or idgany lawsuit or official
proceeding, in violation of federal or state lawegulations.

» Retaliate or discriminate against an employee veffigses to violate this policy or to
coerce or threaten an employee to violate thicpoli

Failure to follow the requirements set forth irstpolicy may result in disciplinary action
against the employee(s), up to and including teation. The district’s board of directors
prohibits and will not tolerate any form of reptig@taliation or discrimination against any
employee who, in good faith, has attempted to cgmyith this policy.

Notes:* These are the records required to be maintaingdgla students attendance at your
district and must be aligned with Policy 4.38—PERNENT RECORDS.

% This is limited to the dates a student attend@daicin your district and if the student
earned a diploma. This is information studentsaohdts need from time to time to
prove they lived somewhere or to enroll in a calefgr security clearances, or for
background checks.

19



% This is a suggested length of time. The minimumetyour district must keep
financial records (specifically original receiptsdistrict expenditures) is until the
records have been audited. In setting up your tieteschedule, you might consider
the warrantee and/or depreciation schedule oftémesi purchased and keep all
financial records until, at a minimum, the warrahfs expired or the item has been
fully depreciated. As with all other retention sdbkes, relevant data must be retained
if there is pending litigation or the likelihood litigation until the matter is resolved.

* A.C.A. § 6-24-105(d), 106(c)(6), 107(c), and 1Qich restrict financial
transactions in the areas mentioned currently haviame limits for how long the
records must be kept.

> We suggest making this determination on a caseag-basis using the latest of: the
terms required by the grant, any related litigateononcluded, the records have been
audited, or the 5 year statute of limitations fontracts.

® Routine deletion of records, email or other records, isanproblenso long as
prompt action is taken to stop the deletion retatmmatters that common sense
and/or previous experience indicates could reauigal and/or disciplinary action. In
districts that have routine deletion settings fectonic

devices, the person responsible for halting th&émewdestruction of district records
will need to inform the district's Network Adminrsttor (or equivalent) when events
trigger the need to retain information that wouldeswise be routinely deleted.

" Due to the potential adverse repercussions fofaihee to cease the destruction of
such records, the person responsible for makirgessation” decision should be close
to the source of the cause precipitating the cessalvhen an incident occurs that
common sense and/or previous experience indicate cesult in legal and/or
disciplinary action, the routine destruction oftdcd records relating to the incident
must be suspended until such time as the legakoiptinary action, or the likelihood
of such action, has concluded. The Federal Rul€wf Procedure (FCRP) as
amended in December of 2006 specifically requtrgdnts to be able to produce
pertinent electronically stored information (EFHCRP’s Rule 37(f) specifically
acknowledges the need for routine deletion of @€0fhe issue becomes one of a
“good faith” effort to stop record destruction wheecessary. The committee’s
(responsible for developing the rules) notes os mmatter statéWhen a party is

under a duty to preserve information because otlpgnor reasonably anticipated
litigation, intervention in the routine operatiori an information system is one aspect
of what is often called a ‘litigation hold.” Amortige factors that bear on a party’s
good faith in the routine operation of an infornuatisystem are the steps the party
took to comply with a court order in the case ortpagreement requiring
preservation of specific electronically stored mmf@tion.” Records which cannot be
produced in a timely manner and/or have been desiravhen common sense and/or

20



previous experience indicated legal and/or distgrly action could result can cause
the district unnecessary and expensive troubleidBgsshe inevitable bad public
relations of having destroyed records that, thegpwéll be sure to point out,
obviously should have been retained, there cankesignificant financial costs
and/or penalties for the process of attemptingtoave the records. ASBA would like
to stress that deleting electronic records doesalty get rid of them until they have
been overwritten several times by new entries.drbeess of getting to the
supposedly deleted ESI can be a costly one.

8 If there is any doubt concerning the need to mefaiudence would dictate retention.

*While there is a need and/or a place for diffeferthats of document
storage/retention (paper, audio tape, video tapapnfiiche, computer disk), the space
required for records storage quickly tilts the dgprain favor of electronic methods to
the maximum extent possible. The vast majorityafuinents can be transferred
electronically (if created electronically) or scadrinto a digital format (if created on
paper) and stored on external hard drives, fireyakrvers, tape drives, CDs or
DVDs. While this method/process is not free, it barrelatively inexpensive and
quite possibly save the district money in the lomg when stored records are needed.
Consult with your district’s technology person &vise the system that will best meet
your district’'s needs, but here are a few pointsaiesider. 1) When scanning, store
the documents as PDFs which uses little memoryespiigou do the scanning in an
Optical Character Recognition (OCR) format, thafidocuments can be stored in a
data base and searched which can save you many &medimuch frustration when
you need to retrieve something (which is, aftertalk reason for the storage). 2) Make
multiple copies of the stored

documents on separate external storage devicestamedthe duplicate devices at
separate locations to ensure the survival of st leae copy if there is a fire or natural
disaster that destroys one of the

storage sites. This should be included as patiedlistrict’'s Disaster Recovery Plan.
3) Itis important to remember that technology g#tisand obsolete. This necessitates
that you establish a schedule or a trigger fouthaating of the stored data/documents
that are to be retained for more than 10 yearsekample, 5” floppies are nearly
extinct. If you had stored any such floppies, itwdobe necessary to convert them to a
more modern storage device. In short, you needdade file format update/upgrades
as part of your district’s technology plans.

Legal Reference: Federal Rules of Civil ProceduwenNers 16, 26, 33, 34, 37, and 45
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Date Adopted: 6-22-09
Last Revised:
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7.16—INFORMATION TECHNOLOGY SECURITY

The superintendent shall be responsible for enguha district has the necessary
components in place to meet the district’'s needstlam state’s requirements for
information technology (IT) security. The distrgttall appoint an information
technology security officer (ISO) who, along witther IT staff, the superintendent and
district management appointed by the superintensigadt develop the necessary
procedures to create a district—wide informatiaht®logy security system meeting the
requirements of this policy and the standards piteest by the Arkansas Department of
Education.

The IT security system shall contain the necessamyponents designed to accomplish
the following.

1. Sensitive information shall be protected from ingeodenial, disclosure,
or modification.

2. Physical access to computer facilities, data ro@ystems, networks and
data will be limited to those authorized persorved require access to
perform assigned duties.

3. Traffic between internal (district) resources artemal (Internet) entities
will be regulated by network perimeter controls.tfie extent
technologically feasible, network transmission eristive data should
enforce encryption.

4. User access to the district’s technology systemitsrapplications shall
be based on the least amount of access to daaregihms necessary to
perform the user’s job duties.

5. Student or financial applications software devetbfoe or by the district
will be tested prior to implementation to ensuréadsecurity through
proper segregation of programs.

6. Monitoring of internal and external networks andteyns will be

designed to provide early notification of eventd ampid response and
recovery from IT related incidents and/or attacks.
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7. Continuity of critical IT services will be ensurdtdough the development
of a disaster recovery plan appropriate for the aizd complexity of the
district’'s IT operations.

8. Software protection of servers and workstations lvéldeployed to
identify and eradicate malicious software attackshsas viruses,
spyware, and malware.

Legal Reference: Commissioner's Memo RT 09-010

Date Adopted:
Last Revised:6-22-09
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7.17—FOOD SERVICE PREPAYMENT

The district does not offer credit for food itemsgghased in the school cafeteria; payment for
such items is due at the time the food items areived. Staff, students, or parents choosing
to do so may pay weekly or monthly in advance feals.

Notes: The federal Fair and Accurate Credit Tramsadct of 2007 (15 USC. 8§ 16GHt

seq), along with its accompanying regulations (16 GFR, effective 5/1/2009), require
“creditors” to implement an Identity Theft ProtextiProgram. This is a financial and
potentially time-consuming burden that districta eaoid by not having practices deemed to
make them “creditors.” This is accomplished bylHreguage in this policy.

Please note that districts cannot withhold wageoter staff debts without the express,
written authorization from the affected employeg(s)

This policy is similar to policy 4.51. If you chaadhis policy, please review 4.51 at the same
time to ensure applicable consistency betweenvibe t
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